
Structure 

Security Policy 

Organization of Information Security 

Human Resources Security 

Asset Management 

Access Control 

Cryptography 

Physical and Environmental Security 

Operations security 

Communications Security 

Information Systems Acquisition, 
Development and Maintenance 

Supplier Relationships 

Information Security Incident Management 

Information Security Aspects of Business 
Continuity Compliance 

Context of the Organization 

Information Security Leadership 

Planning an ISMS 

Support 

Operation 

Performance Evaluation 

Improvement 

Annex A - List of Controls and Their 
Objectives 

ISO 27001 & 27002 Assessment 
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